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1. BBepeHune

B 9TOM 0OKYMEHTE NpefcTaBneHbl HECKOMbKO PEKOMEHOALMI U CBEAEHUIA N0 6€30MaCHOCTH, KOTopble
MOMOryT BaM 3alLUMTUTL KOHTENHEPBI Y Cpemy UCTOSTHEHNS.

|'_,/ MNpumMmeuaHwue:

MNpvMepbl B 3TOM JOKYMEHTE B OCHOBHOM OCHOBaHbl Ha Podman, HO Bbl MOXETE NPUMEHUTbL BCE
pekoMeHOaLUmm Kak K HacTponke Docker, Tak n Kk Podman
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2. HacTpounka xocTa

CnepnyoLLmne pekoMeHaaLmm noMoryT BaM 6€30MacHO HaCTPOUTb U 06CITYKUBATb BaLll XOCT-CEPBEP.

e PerynspHo OBHOBMAWTE XOCT-CUCTEMY KOHTEMHepa, Takylo Kak A4po W Apyrve nporpammHble
KOMMOHEHTbI. Y6eamTech, YTO GYHKUMNM Aapa, CBA3aHHbIE C NPOCTPaHCTBaMN UMEH Apa, YaCTHBIMU
CETAMU U rpynnamMu ynpasneHus, 0bHOBNEHbI A0 NOCeqHen BEpCumn.

o CKOHOUIypupynTEe XOCT-CUCTEMY KOHTEMHepa Tak, 4YTObbl OHA WCMOofb3oBana MWHUMAalbHbIEe
HaCTPOWKM OMNEepPauUMOHHOW CUCTEMbl U MNPWUMEHANa BCE pPeKoMeHdaumuM Mo  ObecrneyeHuto
6e3onacHOCTW. B mnpoeane takne cUCTEMbl AOMXKHbI BbiTb HACTPOEHbI TONBKO ANA Pa3MeLleHus
KOHTeI7IHepOB N HE NCNONb30BaTbCA HX AN1A Yero Apyroro.

Kak npaBuio, Mbl peKOMeHOyeM COKPaTUTb KOMMYECTBO CIy>6, 3anyLLeHHbIX B OOHOW cucTeme, 0o
HeobxooMMoro MuHUMyMa. Ecnm HekoTopble Cny>x6bl HEO6XOOuMbl Ans paboyero npoLlecca,
pPacCMOTPUTE BO3MOXHOCTb MEPEHOCa BCEX OCTamnbHbIX CRy>X6 AONA 3anycka B KOHTEMHepax,
KOHTpOMMpyeMblx Podman, nnm nepeHoca nx B pyrne XocT-CUCTEMbI.

HacTponTe ayanT ond oTcneXXnsaHna 0encTeum B cUCTeEME

OpHon ©n3 Havbonee BaXHbIX Mep 6e30MacHOCTM Ha XOCTUHrax Linux sBnaeTcs npoBepdeHve
HagneXallero ayamta KOHpUOeHUManbHbIX OeNCTBUA B cucTeME. VIHCTPYMEHTOM, KOTOPbI MOXET
MOMOYb B OTCMEXMBAHWM Takmx LOENCTBUKW, ABNAETCHA nopaepXka ayouTta B dgpe  Linux u
COOTBETCTBYOLWLNX I/IHCprMeHTaX/I'IaKeTaX NONb30BaTENIbCKOro npoCTpaHCTBa. AyD,VIT no3BondeT
CUCTEMHBIM aiMUHUCTPATOPaM OTCNEXMBaTbL COBLITUA, OTHOCALLMECHA K 6E30NacHOCTH, 1 coobLlaTb O
HWUX B XXYypHane, TakoM kak audit.log. BTOT dann XypHana MOXeT 6blTb CO34aH B NTOKanbHOM Uu
yOaneHHom cucTeMe Ana fyylen 3awmThbl.

Bnaropaps peanusaunn Podman, nossonstoLLen ncnons3osats “fork/exec” ona 3anycka KOHTENHepPOoB.,
PYHKUMA ayanTa paboTaeT 60o51ee KOPPEKTHO 1 COXPaHAET HeobxoaoMMble AaHHble B parnax XypHana. B
Docker auditd auid He 3agaH B XypHare, 4To 03Hay4aeT, YTO CUCTEMHbI adMUHUCTPATOP MOXET
BMOETb, YTO MPOLECC, CBA3AHHbIVM C KOHTEMHEPOM, MOMY4Yn OOCTYN K KOHOUAEHUMansHon nHdopmaumu,
HO MOoeHTUOUKaTOP He 3anucbiBaeTCH B XypHan. B Podman auid oTtobpaxaeTca B Ganne >XypHana
ayouTa.

Hampumep, ucnonHsaembin ¢dann cat n3 /usr/bin/coreutils wncnonb3osanca nnd poctyna K
KOHPUOeHUManbHoM nHdopMaummn, 1 Podman npenocTaBnseT BCO HEOBXOAMMYIO MHPOpMaUMio 06
noeHTnerKaTope, B To Bpemsd kak B Docker auid HaxooMTcA B HeyCTaHOBNEHHOM COCTOAHWUN.

type=SYSCALL msg=audit(02/04/23 20:31:56.759:5) : arch=x86_64 syscall=open
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success=yes exit=3 a0=0x7ffe5a873ecb al=0_RDONLY a2=0x0 a3=0x0 items=1
ppid=2531 pid=2685 auid=test uid=root gid=root euid=root suid=root fsuid=root
egid=root sgid=root fsgid=root tty=pts0® ses=unset comm=cat
exe=/usr/bin/coreutils key=(null)

PekoMeHOyeTCcs NCMnob30BaTh TObKO Podman O HAaCTPOMKM KOHTENHEPHBIX XOCTOB 1 UCMONb30BaTb
audit ons oTcneXxmBaHWa 0OCTYNa K KOHGUAEHUMAaNbHON MHOPMaLIMN.

[nsa HacTporku ayouTa B Axiom Linux TpebyeTca yCTaHOBUTL MakeT ayauTa W 3anyCTuTb Cry>X6y ayauTta
crnenyioLLmnMM 06pasom.

sudo rc-service auditd start

Mcnonb3ymnTe cgroups

YTO6bl MpPaBWiIbHO HAaCTPOUTL YrpaBfieHNe pecypcamMu, CUCTEMa [OO/MKHa 6blTb HACTpoeHa Ha
ncnonb3oBaHwe Control Group v2 (cgroup v2). BeinonHuTe crefytolume 0eicTems A8 UCNoNb30BaHWs
cgroup v2.

HacTpownTe UIDs
HacTpounTte /etc/subuidand /etc/subgid

Podman 3anyckaeT KOHTENHEP BHYTPU NPOCTPaHCTBA MMEH MONb30BaTe s, KOTOPOe COMNOCTaBNAETCH C
omnana3oHoM UID, onpeneneHHbIM oA nonb3osaTend B /etc/subuid u /etc/subgid. ObHOBUTE 3TN
dannbl AN KaXXA0ro nonb3oBaTens, KOTOPOMY pa3peLLeHo co3aaBaTbh KOHTeNnHepbl. ECnv Bbl 06HOBUTE
nmbo  “"/etc/subuid”, nmbo “/etc/subgid®, BCe 3anylleHHble KOHTEMHepbl, npuHagnexaiume
COOTBETCBYIOLLMM MONb30BaTENAM, AOMKHbI 66T OCTAHOBMNEHbBI. TO MOXHO CeNaTb aBTOMaTUYECKN C
MOMOLLbIO CrieayloLler KoMaHObl, KOTopas OCTaHaBMMBAET BCe KOHTEMHepbl AN Nnofnb3oBaTend u
3aBepLUaeT NPOLECC NPUOCTaHOBKM:

podman system migrate

Y6epuTe npepynpexaeHua o6 otcyTcTemm systemd

Axiom Linux He ucnonb3yetr systemd, U Bbl MOXeTe HabnoopaTb cnefylollee CooblleHue, ecnv
3anycTute Podman B Axiom Linux:

WARN[0O0O] "/" 1ds not a shared mount, this could cause issues or missing
mounts with rootless containers.
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BbINONHWTE CNepyoLLyo KOMaHAY, YTO6bl UCNPaBUTb HAaCTPONKY.

sudo mount -make-rshared /

YcTaHosuTe naket fuse-overlayfs

ObpaTtute BHWUMaHWe, 4YTO nakeT fuse-overlayfs MO yMOMYaHWIO HE YyCTaHaBIMBAEeTCH BMECTe C
nakeTom Podman. YCTaHOBUTE NakeT C NOMOLLLIO KOMaHObl apk add.

sudo apk add fuse-overlayfs

BkntounTte cgroups

BeinonHuTe cnepytouime KoMaHabl.

sudo rc-update add cgroups
sudo rc-service cgroups start

Mbl  HacTOATENbHO PEeKOMEHOYEM WCMOMb30BaTb COroups V2, KOTOpble MOXHO HacTpOUTb
oTpenakTnpoBaB /etc/rc.conf. HasHaubTe onumio unified ANg rc_cgroup_mode U BKIAOUUTE
KOHTpOnnepbl. BO3MOXXHO, BaM NpUOETCH 3anyCTUTb CReayoLLyto KOMaHAy, YTOBbl UBMEHEHWSA BCTYNWAK
B CUy.

sudo rc-service cgroups restart

Micnonb3yTe cpeny BbiMONHEeHWs crun

YTOBbI OrpaHMynTL Pecypchbl ONd Cgroups v2, UCMNOMb3ynTe B HAacTPOMKE COOTBETCTBYIOLLYIO cpeny
BbinonHeHns OCI. Mbl pekoOMeHAyeM HaCcTPOUTb CPedy BbiNoIHEHWA Podman crun B KayecTse cpefbl
BbIMONTHEHWUS MO YMONYaHUIO. [115 3TOro oTpedaktTupymnTe pann /etc/containers/containers.conf
N n3MeHnTe 3HadeHne Default OCI runtime, 4TO6bI OHO BCerga bbino crun.

3arpyanTe QOonoNHUTENbHbIE MOAYNM AOpa

3arpyauTe crenyroLLme MOy W, MOCKOSbKY OHW HE 3arpy>KartTCs MO YMOYaHWIo.

sudo modprobe tun
sudo modprobe fuse
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AppArmor

Mbl pekoMeHOyeM ucronb3oBaTb ApPPArmor npu HacTpPOWKe XOCTa KOHTenHepa Ha Axiom Linux.
MNpaBunbHaa KoHPUrypauma AppArmor noMoraeT NPenoTBpaTUTb BPEeOOHOCHbBIE YTEYKN U 3alumiaeT
KOHPUAEeHLMasbHble pecypchbl XocTa.
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3. 3anyckanTe KoOHTenHepbl 6e3 root-npas

PagyMHana npakTuka obecrneyeHns 6e30nacHOCTU 3aKmioyaeTCst B TOM, YTOBbl HUKOrAa He 3amnyckaTb
KOHTEMHEpPbl C MpUBMMIErMsSMM root, MOCKOMbKy MpuBMNErMn root MPUMEHSAIOTCA ANS OOCTyna K
KOHPMOEHLMANbHBEIM pecypcaM B CaMOW XOCT-cucTeMe. [MOCKOMbKY KOHTENHEPbl C MPUIOXEHUAMM
MOryT 6blTb 3arpy>eHbl U3 IHTepHeTa UM UMeTb HEKOTOPbIe HEOOCTaTKN B CUCTEME 6E30MacHOCTY,
OMnacHO NPenoCcTaBNsaTb UM root-npusMnernm.

B 60nbLUMHCTBE Cly4aeB HET HEOH6XOAMMOCTM 3aryckaTb KOHTEeNHepbl ¢ Nnpasamu root. B 3aBucMMocTH
OT NMPUIOXKEHUN CYLLECTBYIOT KOHKPETHbIE Cryyau, KOrfa 3amnyck KOHTENMHepa OT MMeHu root nMmeet
cMbicil. OOHOM M3 MPUYMH MOXET BbiTb TO, YTO KOHTEeWHepaM TpebyeTcs LOOCTYM K OnpeneneHHbIM
MOOKITHOYEHWUAM, YCTPOWCTBAM Ha XOCTE UMM HEOBXOAMMO MPOCNyLIMBaTL MOPThLI C agpecaMn MeHee
1024 B ceTn XOCTa.

TakuMm 06pa3oM, Hanbornee TUMUYHBIM PEXUMOM BbINONHEHUA Bbin 66l 6e3 root-npa., 1 xoTa Podman
noaaep>XXunBaeT ero U3 KOPOobKKW, OH JOMKEH CTaTb OCHOBHbBIM BbIBOPOM ASA HACTPOMKU KOHTENHEPHbIX
cpeLn.

Mo 3ambicny Podman 6e3 root-npas 3anyckaeTca BHYTPWU KOHTEWHepa C npasaMu root, ecnu ero He
nepeHacTpauBaTb. 3Ta MNOMUTMKA O3HAYaEeT, UYTO BCE MPOLECCHl B KOHTEMHEpEe WMEKT CMUCcoK
BO3MOXHOCTEW NPOCTPAHCTBa MMEH MO YMOMYaHWIO 1 NO3BOMAOT NpoLeccaM AerCTBOBaTb Kak root
BHYTPU MOMb30BaTENbCKOro MPOCTPAHCTBa MMEH, BKMtovad nameHeHve mx UID 1 nameHeHve npasa
COBCTBEHHOCTU MNOMb30BaTENSA U rpynnbl Ha q>al7lﬂbl, KOTOpPblE CONOCTaBNeHbl C NONb30BaTENIbCKUM
NPOCTPaHCTBOM UMEH.
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4. HacTpownTe NpOCTPaHCTBO MMEH

Podman ncnonbayeT npemMyLLEecTBa NofIb30BaTENbLCKUX MPOCTPAHCTB UMEH, Tak YTO root B KOHTeNnHepe
conocTaenaeTca ¢ HekopHeBbiM UID Ha xocTe. 3Ta HacTpowka nossonfer Podman 6e3onacHo
YyCTaHaBMMBaTb NakeTbl 1 3anycKaTb CMy>K6bl U3 KOHTENHEPA, HE BWASA Ha XOCT.

AOMUHUCTPATOPbl  MOMYT WCMONb30BaTb MPOCTPAHCTBO WMEH Monb3oBaTens [nnd  yCTaHOBKM
ConocTaBneHus naeHtTnedukaTopa nonbaosatens (UID) v noeHtudmkaTopa rpynnel (GID) ans sanycka
KOHTeMHepa. 9TO 03HAYaEeT, YTO NPOLLECC MOXeT BbINONHATLCA Kak UID O BHYTpKW KOHTenHepa v kak UID
123456 BHe KOHTenHepa. OpyruMu CrioBamu, ecriiv KOHTEWHEPHbIN MPOUECC BbIXOAWUT 3a npenens
KOHTenHepa, A0po Linux 6ynet obpabaTbiBaTh aTOT Npouecc kak UID 123456.

Cnenylowmn npuMep HaCTPorkM ——uidmap npegnucbiBaeT Podman CONoOCTaBUTb OManas3oH U3 natu
Toicay (5000) UID BHYTpU KOHTeWHepa, HaumHas ¢ UID 100000 BHe KoHTeiHepa (Takum 06pasom,
amnanasoH paseH 100000-104999) ¢ anManasoHoM, HaumHatowmmMea ¢ UID O BHYTpW KOHTENHepa (Taknm
06pa3oM, AvanasoH paseH 0-4999). Ecnv npouecc 3anyuieH ¢ UID 1 BHYTPKU KOHTEeNHepa, TO Ha XocTe
OH paBeH 100001.

sudo podman run -d <URL appec penosuTopusa>/axiom-linux-base sleep 1000
sudo podman top --latest user huser

USER HUSER

root root

sudo podman run --uidmap 0:100000:5000 -d <URL agpec peno3uTtopwusa>/axiom-
linux-base sleep 1000

sudo podman top --latest user huser

USER HUSER

root 100000

Bbl MOXKETE MCMOSIb30BaTh CedYoLLME TUMbl IPOCTPAHCTB MMEH:
¢ Mount (mnt): 3onMpyeT TOYKN MOHTUPOBAHMS;
* Process ID (pid): nsonupyeT noeHTMdUKaTopbl MPOLECCOB;
» Network (net): nsonupyet ceTesom CTek;
* Interprocess Communication (ipc): nsonnpyeT pecypchbl MEXMNPOLECCHOr0 B3anMOOENCTBIS;
e UTS: nsonupyet MMeHa XOCTOB U JOMEHOB;

* User ID (user): usonupyeT noeHTUdrKaTopbl NoNb30BaTeNs U rpynmbl;
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 Control groups (cgroups): M30MpyeT Cgroups;

* Time: n3onupyet Bpems.
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S. Obpasbl KOHTENHEPOB N yOaneHHble
MCTOYHUKMN

BaxxHo ybeomTbCH, 4TO 06bpasbl Podman nonyyeHbl M pa3BepHYTbl 6€3 U3MEHEHWA 13 MCXOOHOro
KaTanora C HageXHoW penyTauven 1 NpoBepeHHoN ayTeHTudunkaumen. Mpu nasneyeHun obpasos 13
yOaneHHbIX UCTOYHMKOB ybeamnTech, YTO COoeQuHEeHMe 3allMLEeHO 1 YTO ANA 3anpoca Ha nonyyeHue
ncnonb3dyetcda npotokon HTTPS. HebesonacHO MCMonb3oBaTh KaTanorym 06pasoB He 3allMLLEeHHble
NpoToKonoM TLS. ObpaTuTe BHUMaHWe Ha CreayloLme pekoMeHOaLmm.

* Nwmte O6p83b| no nx noJjiHbIM MMEeHaM BMECTO COKpPAaLLEeHHbIX, YTOObl M36exaTb BO3MOXHOCTHU
KONMpoBaHNA U3 Opyroro Kkatasnora.

e Bbl MOoXeTe HacTpouTb Podman ana paboTbl TOMbKO C HageXHbIMWM 0bpazaMu 13 yoaneHHOro
NCTOYHMKA, TaK, YTOBbl 06pa3bl HbIIM NOAMMUCAHbBI U MOONMUCKU MOTNN BblTb MPOBEPEHDBI C MOMOLLIO
NOKarbHOro OTKPbITOr O KItoya.

¢ Ob6pasbl MOXHO NOONUCHIBATL aHaNoOrM4YHO nakeTam, a XocT Podman MOXHO HAaCTPOUTb Tak, YTOGbI
N306paxeHna 13 yOaneHHoOro peectpa 6biMM MOAMMCaHbI U MPOBEPEHbl nepen oKanbHbIM
MCMNONb30BaHMEM.

» CospaBanTe HaOeXXHO BOCMPOU3BOOMMbIE 06pa3sbl U3 (anioB-KOHTEMHEPOB W HEOBXOOMMbIX
nakeToB. Yb6eauTech, UTO B HOBbIX Obpa3sax MCMombayTcs 6a3oBble 06pasbl, a UMetoLLeecs Y Bac
nporpaMMHoe obecrneyeHne TwaTeNbHO NPOBEPEHO HA HaNMune yasBnuMocTen 6esonacHoCTuU. OAns
3TOro:

o Onpepnenurte GUKCMPOBAHHYIO BEPCUIO 6A30BOr0 06pasa B panne-KOHTENHEPE N306PaXKEHNS;
o Onpepnenurte GpUKCMPOBaHHbIE BEPCUM MNakeTa Ha aTanax Cbopku dpanna-KoHTenHepa obpasa;

o Y6eOuTech, YTO NakeTbl Ha aTanax C60pKV| MCNONb3YOT Hade>XHble N NPOBEPEHHDLIE NCTOYHUKN U
penosnTopuy.

b COKpaTl/ITe 00 MUHNMYMa KONMMYECTBO NakeToB, YCTaHOBNTEHHbIX Ha o6paaax.

Mbl He pekoMeHOyeM YCTaHaBMnvMBaTb HEHY>XHble MnakeTbl B HOBble COOpkM o0bpasa. [paBuribHbIN
NPOCMOTP  $anNoB-KOHTEMHEPOB TMOMOraeT YOaiuTb HEeHy>XHble 3Tanbl YCTaHOBKM, a obpasbl
MCMNONb3YIOTCH MO CBOEMY OCHOBHOMY Ha3HaUYEeHWIO.
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6. [lpyrme HacTPOWKnN 1 pecypcChl

OrpaqubTe NCrOoJIb30BaHME MNMpoueccopa N NaMATHU

Ncrnonb3ynTe napaMeTp —m Ons orpaHudYeHusa UCNob3yeMomn NaMaTn U NapaMeTp —c A5 OrpaHuyYeHns
ncnonb3oBaHma LMM.

OrpaHuybTe OOCTYN K dannaM KoOHTENHepPa

Mpv co3paHnK 1 3arnycke KOHTeNHEPOB OrpaHnybTe AOCTYN K Parnam C NOMOLLBIO ONUMK —v  <kaTanor
XocTa>:<KaTanor KoHTelHepa>:rowunnonara--readonly. besonacHee ABHO co3nasaTb TOMa O1A
MPUNOXEHNI, PabOoTaIOLLMX BHYTPW KOHTENHepa. MOHUTOPUHT M3MEHEeHU GpannoB B 3TUX TOMax MOXeET
MOMOYb MPEOOTBPaTUTb HapylleHWa 6e3onacHOCTW. ToMma, MnpefHasHadYeHHble [nsg 3anvcu B
KOHTeNHepe, HeobxoanMOo pPerynapHo ounatb. BoT npuMep Toro, Kak MCnonb3oBaTh OMUMIO :ro U
CMOHTMPOBATbL KaTanor XocTa TaknM 06pa3oM, YTObbI KaTanor/ann XocTa 6bbii1 AOCTYNeH TOMbKOo ANs
YTEHWA B KOHTENHEpPE:!

podman run -v /host_directory:/container_directory:ro axiom/axiom-linux-base

host_directory - 3TO Katanor/Gannbl XOCTa, KOTOpble 6yOyT CMOHTMPOBaHbI Kak TOM U CTaHyT
OOCTYyNHbl B “"container_directory” B KOHTEMHepe. Mbl HACTOATENbHO HE PEeKOMEHOyeM BaMm
MOHTWPOBAaTL CreayoLLme KOHPUOeHUMarnbHble KaTarnorn XoCT-CUCTEMbI BO BPEMSA PaboTbl KOHTENHEPA.
/, /boot, /dev, /etc, /1lib, /usr, /sys, /proc nTak ganee.

OrpaHnybTe nepesarnyck KoHTenHepa

3M0oHaMepPEeHHbI UMK CIyYalHbI 0TKa3 B 06CMny>uBaHuM (denial-of-service) MoxeT npous3onTn C
KOHTENHEPOM, KOTOPbLIM BblAeT MHOIO OLUMGOK, MO3TOMY OrpaHuyYeHne nepesarnyckoB KOHTenHepa
ABNAETCH XOPOLUen MPaKTUKOM U MOXKET BblTb BbINOIHEHO C MOMOLLBIO NnapameTpa --restart=on
—-failure:Nnpunco3gaHnm Unn 3anycke KOHTenHepa.

OrpaHnybTe OOCTYN K CETU U3 KOHTENHEPOB

OueHb xopoLLen NPaKTUKOWN ABMAETCH OrpaHnYyeHne OOCTyna K CeTU U3 KOHTEeNHepa, 3a UCKITIOYEHNEM
ClyyaeB, KOrfga 370 HEO6XOAMMO )15 3aryCcKa OrnpefeneHHbIX NPUIoXeHun. Mpu nyéamkaumMm nopToB Ha
XocTe ykaxute |P-agpec nHTepdenca, K KoTopoMy byaeT npussa3aH nopT, YTObbl MOBEPXHOCTbL aTaku
Bblfla orpaHuyeHa ceTeBbIM MHTEPPENCOM NPOCYLLUMBAKOWNMM KOHTENHEP. Podman nybnmnkyeT Ha BCex
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UHTEpdencax 0.0.0.0 MNo yMmonyaHwio, ecnu IP-agpec He ykazaH npw WCMOfb30BaHUW  OMuUMK
-—publish.

O3HakoMbTeCh CO CrNeayoLLMMU PEKOMEHAALMAMU:
¢ He 3anyckanTte SSH BHYyTpW KOHTENHEPOB;
 He nepeHanpaenaiTe NpuUBUNErnpoBaHHbIe NopThl (< 1024) BHYTPU KOHTENHEPOB;

¢ He wvcnonbsynte napameTp peXxuma --net=<umMs xocTa> MNPW 3arnycke KOHTenHepa. OToT
napameTp MNpenocTaBnsaeT KOHTEWHEPY MOSMHbIA OOCTYMN K fOKanbHbIM CUCTEMHBIM Cry>X6aM U
HebesonaceH.

[poBepbTE pas3peLLeHHble onepaunn Aapa B KOHTeHepax

Cnepnyloline pa3peLleHHble onepaumn aapa 06blYHO NMPenoCTaBNsSoOTCA KOHTEMHEPY MO YMOYaHMIO.
MPOCMOTPUTE WX 1 OTKITIOUNTE HEHYXKHbIE.

- CHOWN

- DAC_OVERRIDE
- FSETID

- FOWNER

- NET_RAW

- SETGID

- SETUID

- SETFCAP

- SETPCAP

- NET_BIND_SERVICE
- SYS_CHROOT

- KILL

MapameTp "--privileged” oTkO4aeT Mepbl 6e30MacHOCTU, UCNOSb3yeMble 15 U30NALMK KOHTEeNnHepa OT
XOCTa, MNO3TOMY €ro He cregyeT UCrnonb3oBaTb 06e3 KparHen HeobXoaMMOCTW. 3BTOT napameTp
yCTpaHsaeT 6apbepbl, CBA3aHHbLIE C N30NTMPOBAHHbLIMU BO3MOXHOCTAMUW, YCTPOWCTBAMW C OrPaHNYEHHbIM
LOOCTYMNOM, TOYKaMU MOHTUPOBaHUS U TOMaMM TOMbKO ANA YTEHWA 1 Tak fanee.

OTcnexknsanTe ntoboe BpeooHOCHOE UCMOoNb30BaHNE PECYPCOB
B KOHTENHEepe

Podman Bk/to4aeT B cebsi HeobxoamMble CDYHKLJ,VIM Ona MOHUTOPUHIa MCMNoNb30BaHMA pPeCypCcoB
KOHTeVIHepa, Taknx Kak n0Tpe6neHme namMATK, nNpouecCopHoe BpeMd, BBOL-BbIBOLA N MCNOMb30BaHNE
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ceTn. MOHUTOPVWHI WCMOMb30BaHNA PECYPCOB KOHTEMHEpa Ha npedMeT MNpPOU3BOAMTENBHOCTY,
OGHapy>XeHWsi OLIMGOK W aHOMarbHOro MOBEdEHUs, Takoro Kak MNopo3puTeNbHbIN Tpaduk unm
HeoXuaaHHas akTMBHOCTb NOMb30BaTeNs, TakXKe MOMOraeT 06HaPY>XUTb HEOOCTaTKN 6E30MacHOCTM.

PeryndapHo ouvLanTe XoCT-CUCTEMY KOHTENHEPa

HeHy>XHble 06pa3bl U KOHTEMHEpPb! CNeayeT yaanaTb U3 XOCT-CUCTEMbI, YTOBbI N3bexaTb Mycopa OT
06pPas30B 1 KOHTENHEPOB M 3aLLUMTUTLCA OT CITy4YanHOr O 3arycka CTaporo, Hencnonb3yemMoro obpasa nnu
KOHTelHepa, KOTOpble MOryT MMeTb BO3MOXXHble NpobreMbl 6e3onacHocTh. B Podman ecTb onumns
auto-update, No3BonAOLLEAA aBTOMaTU3MPOBATL NPOLIECC OBHOBNEHNA A51A HOBbIX BEPCUN 06Pa30B U
KOHTENHEepPOB B COOTBETCTBUN C X HACTPOVKaMWN aBTOMaTUYECKOrO OBHOBMEHWS.

OrpaHnybTE CUCTEMHbIE BbI30BbI B KOHTENHEPAX

o yMonyaHuio KOHTenHepbl Podman orpaHnyYnBaloT CUCTEMHbIE BbI30BbI, LOCTYMNHbIE KOHTENHEPaM, Ha
OCHOBe BbI30BOB, OMpefeneHHbiX B panne /usr/share/containers/seccomp.json. 3TOT CNUCOK
OEeVCTBUTENEH ANA KOHTENHEePOB O6LLEro Ha3HaYeHWs 1 COBMECTUM C BOMbLUMHCTBOM KOHTENHEPOB,
NO3TOMY HET HeobXOAMMOCTU A06aBNATL AONOMHUTENbHbIE CUCTEMHbIE BbI30OBLI. OLHAKO Bbl MOXETE
CY3UTb KPYr CUCTEMHbIX BbI30OBOB, HEO6XOOUMbBIX A1 3amnycka KOHKPETHOro KOHTenHepa. Ond aToro
cosfgaunTe Npodusb, CreHePUPOBaHHbBIV C MOMOLLbIO SECCOMP, UCMOSb3YA CNeayroLLyio KOMaHay.

sudo podman run --annotation ijo.containers.trace-syscall="of:<file_path>”
<other_options> <container_name>

Bbl MOXeTe MOBTOPHO WCMONb30BaTb €ro mMno3Xe C MOMOLWbK  onuum --security-opt
seccomp=<file_path>.

[lpoBepbTe runlabel nepen BbINONHEHWEM

B Podman ecTb nonesHaa yHKUMA Ana CO3AaHUA APNbIKOB And podman run CO BCEMU HEOH6XOOMMbBIMU
MeTafdaHHbIMKW, MO3TOMY (HaKTUYECKUN 3amnyCcK KOHTEMHEpPa MOXXET O6biTb BbIMOSHEH CNEOyOLMM
obpasom:

podman container runlabel <my_label> <image_name>
MNepen @akTVYeCKUM BbINONHEHWEM Mbl PEKOMEHOYEM MPOBEPUTH APIbIK, yKasaB onumio runlabel

--display, 4TOb6bl M3b6exaTb MOboN BPeLOHOCHOW KOMaHObl podman run. OnNuus He BbIMNONHAET
KoMaHpay label, a oTobpaxkaeT TONbKO TO, YTO 6yaeT BbINOSHEHO.
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ObezonacbTe yoaneHHoe ncnonb3osaHne AP

Y Podman ecTb ynaneHHana peanv3aums APl nod HassBaHMeM var Link, KoTopasa paboTaeT yepes CokeT.
KoHpurypaums cokeTa aHanormydHa cokety Unix, orpaHunumBas €ro TOMbKO  JTOKasnbHbIM
NCNoMb30BaHWEM. 3anyckanTe 3TOT COKET OT UMEHW MNOMb30BaTenNs, He ABNSIOLLEroca root, ocobeHHo
eCnn KOHTeNHep He TpebyeT 3anycka OT MMEHW MPUBMNErMpoBaHHOro nons3osatens. CokeT MOXHO

CO30aTb, BbIMOJHMB CreayoLLyto KoMaHay Podman.

podman varlink --timeout=0 unix:/run/user/s$(id -u)/podman/io.podman

Co3paBas COKeT C MOMOLLBI0 KOMaHabl Podman, Bbl rapaHTvpyeTe, 4TO Of1A COKeTa YCTaHOBMEHb
Haonexallume paspeLleHms.
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