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BeepeHue Paspen 1

1. BBeneHune

B aToM nokymeHTe comepxutca nHdopmaums o Boinycke Axiom JDK Pro 11.0.24.0.1+1.

Axiom JDK Pro gaensgetca Java SE 11-coBmectumbiM auctpubytnBom Open)DK 11, koTopbit paboTaeT Ha
cepBepax (Linux x86_64, Linux ARM64, Windows 64), HacTonbHbIx komnbtoTepax (Windows 64, Mac OS x86_64,
Mac OS AArch64, Linux x86_64) 1 BCTpoeHHbIX ycTporcTeax (Linux ARM64, Linux ARMv7, Bkntouag Raspberry
Pi 2 & 3 (ARMv6 hardfloat)).

Axiom JDK Pro 11 pacnpoctpaHsietca B Buge dawnos .apk, .msi, .dmg, .deb, .rpm, .zip u .tar.gz.
MoxanyicTa, BbibepuTe Hanbonee noaxoaswmii BaM dbopmMar.
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HoBoe B 3TOM BbINycke Pazpen 2

2. HoBoe B 3TOM BbINycKe

JToT BbINyCK CO4EPXUT cheayoume 0OHOBNIEHNS U HOBbIE d)yHKLl,l/Il/I.

BaxkHble ucnpaBneHus

B 370/ BEpPCUM OTCYTCTBYIOT BaXKHbIE MCMPABIEHMS.

[Nopnepxka Graal B8 Axiom JDK Pro 11

Axiom JDK Pro npoponxaetr noamepxvBatb AOT u Graal JIT. Mockonbky B c6opkax Open)DK 11 37u
3KCnepuMeHTaNbHble QYHKLUMKU MPU3HaHbI YCTapeBLWMMM, AN 6e30WwnbovHON KOMNUASLMM HAaTUBHbBIX 0O6pa3oB

peKkoMeHayeTCs UCnonb3oBaTtb VHcTpymMeHTapuii HatueHbix O6pasos Axiom NIK Pro

Bepcusa IANA TZData

70T Bbinyck Axiom JDK Pro 11.0.24.0.1 noctaBnsietcs ¢ Bepcuert 6a3bl AaHHbIX YacoBbix noscos |IANA 2024a.
Hwxe npuBeaeHbl OCHOBHbIE M3MEHEHUSI B 3TOM OOHOBEHUMU:

KasaxcTaH obbeguHsieTcs no UTC+5 ¢ 1 mapTa 2024 r.
[ManecTuHa yxoguT BMepef No BpeMeHM Ha Hepeno nolxe nocse PamapaHa.

‘zic® 6onbwe He npeTeHAyeT Ha MNOAAEPKKY NIeTHEero BpPEeMEeHW Ha HeomnpefeneHHoe
BpeMms .

“localtime’ Tenepb npaBunbHo ob6pabaTbiBaeT Chiogag-Xyapec B 2422.
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MN3BecTHble npobnembl Pazpen 3

3. A3BecTHble npobnembl

B aToi BEpPCUUN OTCYTCTBYHOT M3BECTHbIE I'IpOGJ'IGMbI.
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be3sonacHocTb Paspen 4

4. be30nacHOCTb

Cnenyrowmi CnnMcok CoaepXuT ucnpasnexns yassumocten ang sepcun 11.0.24.0.1.

CVEID CVSS score m Attack Vector Complexity m Confidentiality Integrity Availability

CVE-2023-42950 7.5 javafx network high none required unchanged high high high
CVE-2024-21208 37 core-libs java.net network high none none unchanged none none low
CVE-2024-21210 37 hotspot compiler network high none none unchanged none low none
CVE-2024-21217 37 core-libs java.io:serialization network high none none unchanged none none low
CVE-2024-21235 4.8 hotspot compiler network high none none unchanged low low none
CVE-2024-25062 7.5 javafx web network low none none unchanged none none high
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LedekTbl, UCNpaBiEHHbIE B 3TOM BbINyCKe Pazpen 5

5. [ledekTbl, UCMpaB/IEHHbIE B 3TOM

BbIMyCKe

Ncnpasnenus B JDK

Cnepyrowwmi cnncok copepxut gedektol, ncnpasnerHHole B JDK sepcun 11.0.24.0.1.

ID npo6nembl

Pesiome

JDK-8211920

JDK-8229822

JDK-8251188

JDK-8263031

JDK-8284585

JDK-8290367

JDK-8292044

JDK-8296410

JDK-8303965

Close server socket and cleanups in test/jdk/javax/naming/module/RunBasic.java

ThrowingPushPromises tests sometimes fail due to EOF

Update LDAP tests not to use wildcard addresses

HttpClient throws Exception if it receives a Push Promise that is too large

PushPromiseContinuation test fails intermittently in timeout

Update default value and extend the scope of
com.sun.jndi.ldap.object.trustSerialData system property

HttpClient doesn’t handle 102 or 103 properly

HttpClient throws java.io.lOException: no statuscode in response for HTTP2

java.net.http.HttpClient should reset the stream if response headers contain
malformed header fields
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LedekTbl, UCNpaBiEHHbIE B 3TOM BbINyCKe Pazpen 5

ID npo6nembi

Pesiome

JDK-8305906

JDK-8307383

JDK-8328286

JDK-8328544

JDK-8328726

JDK-8331446

JDK-8332644

JDK-8335713

JDK-8337664

JDK-8341057

JDK-8341059

HttpClient may use incorrect key when finding pooled HTTP/2 connection for IPv6
address

Enhance DTLS connections

Enhance HTTP client

Improve handling of vectorization

Better Kerberos support

Improve deserialization support

Improve graph optimizations

Enhance vectorization analysis

Distrust TLS server certificates issued after Oct 2024 and anchored by Entrust Root
CAs

Add 2 SSL.com TLS roots

Change Entrust TLS distrust date to November 12, 2024

AXIOM JDK
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MN3mMeHeHMa B CTOPOHHMX B1bnnoTekax Pazpen 6

6. I3MeHeHUs B CTOPOHHMX
ononmoTekax

ITOT BbINYCK HE COAEPXMUT HUKAKUX M3MEHEHWI B CTOPOHHMX BUBAMOTEKAX.
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O6HoBneHne Axiom JDK Pro Paspen 7

/. O6bHoBneHne Axiom JDK Pro

YTobbl noaaepunBaTh akTyasbHOCTb M 6e30MacHOCTb Baluero sksemnaspa Axiom JDK Pro, Bceraa o6HOBASIMTECH
[0 MocnefHen OOCTYMHOM Bepcuu nocie ee Bbinycka. [ia O0BGHOBAEHMS YCTAaHOBMTE HOBYH BEPCMIO MOBEPX
npeabloyuweit. HoByto Bepcuio Bcerna ciaefyer yCcTaHaBAMBaTb M TECTUPOBATb B HEMpPOM3BOACTBEHHOM cpene

nepen pa3BepTbiBAHUEM B MPOU3BOLACTBEHHOW CUCTEME.

MHCTpYKUMM NO yCTaHOBKe CM. B pasgene Ycmanoska Axiom JDK Ha ctpaHuue Axiom JDK, nubo B paspene
LOKYMEHTaUMM Ha ropTane noafepxku. LocTyn K 3TOMy mopTany MpeaoCTaBAseTCs KAMEHTaM C aKTUBHbIM

LOrOBOPOM MOAAEPKKMU.
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